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Dimensionality reduction methods have been widely employed to extract the
distinctive features of the original data in pattern recognition tasks. Reconstructive
discriminant analysis (RDA) is an effective dimensionality reduction method that can
generate an efficient subspace for the linear regression classification (LRC) method.
However, the main problem of RDA is that it needs to select the £ heterogeneous
nearest subspaces of each sample to construct the inter-class reconstruction scatter and
it is very difficult to predefine the parameter & in practical applications. In this talk,
we introduce an improved version of RDA, namely parameterless reconstructive
discriminant analysis (PRDA), for feature extraction. Compared with the existing
RDA algorithm, our proposed PRDA method cannot only fit LRC well but also has
two important characteristics: (1) the performance of RDA depends on the parameter
k that requires manual turning, while ours is parameter-free, and (2) it adaptively
estimates the heterogeneous nearest classes for each sample to construct the
inter-class reconstruction scatter. We show that PRDA can achieve very competitive
results, but is more efficient than RDA for pattern recognition applications.
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In this talk, | will present two works related to energy-efficient, high-speed and
high-security implementation of elliptic curve scalar multiplication and elliptic
curve Diffie-Hellman (ECDH) key exchange on embedded devices. In the first
work, we introduce MoTE-ECC, a highly optimized yet scalable ECC library for
Memsic’'s MICAz motes and other sensor nodes equipped with an 8-bit AVR
processor. MoTE-ECC supports scalar multiplication on Montgomery and
twisted Edwards curves over Optimal Prime Fields (OPFs) of variable size, e.g.
160, 192, 224, and 256 bits without recompilation, which allows for various
trade-offs between security and execution time (resp. energy consumption). In
the second work, we set new speed records for constant-time elliptic curve
scalar multiplication and ECDH key exchange with implementations targeting 8,
16 and 32-bit microcontrollers. For example, our software computes a static
ECDH shared secret in 7.2 million cycles (or 0.9 seconds @8MHz) on a
low-power 8-bit AVR microcontroller which, compared to the fastest
Curve25519 and genus 2 Kummer implementations on the same platform,
offers 1.9x and 1.4x speedups, respectively. Similarly, it computes the same
operation in 559 thousand cycles on a 32-bit ARM Cortex-M4 microcontroller,
achieving a factor-2.5 speedup when compared to the fastest Curve25519
implementation targeting the same platform. These research results
demonstrate the potential of deploying MoTE-ECC and FourQ on low-power
applications such as protocols for loTs.
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